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Sfera de cuprindere si metodologia misiunii de audit         

            Audit scope and methodology
Special Investigation regarding transactions made by … on …...

This Audit Report was done at the Order of the Bank’s Management.

Audit objectives (International Standards on Auditing – 500 “Audit Evidence”):

· Existence;
· Completeness;
· Occurrence;

· Mathematical Accuracy;
· Adequacy of internal controls.
· Compliance with the Bank’s internal working procedures.
Undertaken work:

For the investigation regarding ….. it was examined the supporting documents regarding opening account, the related records into the core system (……).

It was verify the staff accounts transactions for ……. Account Manager, as they were provided by IT.

Furthermore, it was verified the compliance with the legal regulations in force and the related internal working procedures of …. ROMANIA S.A.

Audit procedures:
· Enquiry,

· Examination,

· Observation,

· Detailed tests (inspection of documents and records).  

The examinations – were done by …… – Deputy Head of Internal Audit Department.

All examined documents were returned to audit Divisions/departments.
If, for certain chapters from the “Audit Report” it was not found any infringements of the laws, regulations and internal working procedures in force, this does not certify the fact that there couldn’t be possible to exist eventual deficiencies. 

The responsibility for the correctness and the reliability of the presented data during the audit action is, exclusively, of the Management of the audited department/divisions, while the responsibility of the audit team is limited to the respective data verification, in accordance with the “Audit Report” objectives.

Sinteza catre Management                    

      Management Summary
Cele mai importante constatari sunt evidentiate mai jos.

The most important findings are summarized below.

The general overview is determined by the number of findings from the special investigation performed by the audit team on …….., by their significance and the related risks, as well as by their impact on the adequacy of the internal control system.

As result of the special investigations performed, there were observed certain findings, out of which the most important are the following:

· The current accounts were opened without having AGA Decision and the bank did not respect stipulation from Constitutive Act. Without AGA Decision, Mr. …. did not have the necessary authorization and powers to sign the Current Account Contract …. 

· When the client canceled the signature card .. and replace it with a new signature card providing for joint signing powers as follows: each of A.B. and C.D. – type A signature and each of F.R. and LP– type B signature. The client did not provide a decision regarding changes into application and …Branch employees did not ask the client if he want to change the signatures rights according with last signature card modification.
- ….A.G., as a shareholder of …. SRL, delivered a notice by courier to Mr. …., as representative of …. Branch. In this notice, …. AG informed that:

· A transfer of RON 500,000 from current account was carried out, based only the authorization by Mr 

·  The bank should not have carried out this transfer in the absence of two joint signatures in accordance with the join signing powers applicable to ….’s accounts
· In case this issue shall not be successfully settled with Mr. …, the company reserves the right to claim damages from the bank

· This notice from …AG has not been registered in the internal records of our bank and has not been followed up or acted upon by the bank.

The letter received in the Bank was not stamped by the bank with entered number and registered according to General Business Condition art 6. .

· On the letter sent to to the bank, the company represented by …, claimed damages allegedly arising (directly and indirectly) from a number of non-authorized transactions made by Mr. …., in total amount of EUR 788,402.75

Constatari detaliate                                                                                       

Detailed findings

Centralizarea constatarilor de audit deschise pe categorii de clasificare: 

Total overview of open audit findings by classification:
	3 - Deficiente/ Deficiencies:
	0

	2 - Obiectii / Objections:
	7

	1 - Recomandari / Recommendations:
	0


Constatarile auditului sunt clasificate dupa cum urmeaza:

The audit findings are categorized as follows:

	Deficienta:

Deficiency:

	· Incalcarea legilor sau a altor prevederi legale (inclusiv cele singulare), indiferent daca a fost cauzata intentionat sau din neglijenta. 

              Statutory offence or breach of other legal provisions (also one-time occurrence) regardless of whether caused intentionally or by negligence.

· Incalcarea politicilor companiei sau de grup (inclusiv cele singulare), indiferent daca a fost cauzata intentionat sau din neglijenta.

             Violation of company or group policies (also one-time occurrence) regardless of whether caused intentionally or by negligence.

· Deficienta repetata cu posibil impact semnificativ.

             Systematic deficiency with significant impact expected.

· Constatare individuala de audit cu posibil impact semnificativ.

                 Individual audit finding with significant impact expected.

	Obiectie:

Objection:
	· Incalcarea neintentionata a legilor sau a altor prevederi legale, cu conditia ca raspunderea profesionala sa poata fi demonstrata.

             Statutory offence or breach of other legal provisions if not intended and if due professional care can be demonstrated.

· Incalcarea neintentionata a politicilor companiei sau de grup,     cu conditia ca raspunderea profesionala sa poata fi demonstrata.

             Violation of company or group policies if not intended and if due professional care can be demonstrated.

· Deficienta repetata cu posibil impact minor.

             Systematic deficiency with minor impact expected.

· Constatare individuala de audit cu posibil impact minor.

            Individual audit finding with minor impact expected.

	Recomandare: Recommendation:
	· Posibilitatea de imbunatatire a fost observata de catre Departamentul de Audit Intern.

 Potential for improvement was recognized by the audit department.


Facts Summary

On …Mr…. requests the opening of current accounts, RON and EUR. On the signature card he appointed himself  instead of 2 persons  or other representatives according to AGA Decision (missing at the date). This are not according to Constitutive Act chapter 9.1 (h) regarding the banks were the company would open current accounts and signature rights. AGA may pass such a resolution only with a 66% majority of the share capital.

At the same date Mr ….concluded with the bank an agreement for internet banking without AGA Decision, in connection with the currents accounts of …. SRL. On the signature card for authorized user he appointed himself with individual signing powers.

On … the signature card was cancelled and was replaced with a new signature card providing for joint signing powers as follows: each of …. and … – type A signature and each of …. and …. – type B signature. The client did not provide a decision regarding changes into the  application.
On …. …. AG, as a shareholder of …. SRL, delivered a notice .. by courier to Mr. …., as representative of …. Branch. In this notice,… AG informed … that:

· A transfer of RON 500,000 from …..’s current account was carried out on .. trough Internet banking, based only the authorization by Mr …

· The bank should not have carried out this transfer in the absence of two joint signatures in accordance with the join signing powers applicable to …’s accounts

· In case this issue shall not be successfully settled with Mr. ….. AG reserves the right to claim damages from BANK.

This notice from ….. AG has not been registered in the internal records of …. and has not been followed up or acted upon by our bank

On ……. in the letter sent to the bank, …., represented by Mr. ………, claimed damages allegedly arising (directly and indirectly) from a number of non-authorized transactions made by ……, in total amount of EUR 788,402.75.

Regarding Legal opinion granted by …….. at law: “At this stage, ….. does not seem to claim the relative nullity, or otherwise challenge the validity, of either the Current Account Agreement .. It seems that, at this stage, ….s claims are solely based on the fact that the bank did not implement automatically the change to joint signature in the specimen signature card attached to Internet banking Agreement.

…. did not explain sufficiently the manner in which it calculated the alleged demeges. We also need to understand what is Mr. ….’s position in relation to Company’s allegations of unauthorized payments.

In any event, any court of law may award damages to ….. only in compliance with Romanian rules concerning liability (described broadly as follows):
· a breach of contract (for contractual liability, also subject to punerea in intarziere) or of any obligation (for liability in tort (raspundere delictuala)) by the bank  by which a prejudice is inflicted on Company

· BANK’s fault (vinovatie) (as a general rule, in relation to contractual liability, the fault will me presumed until evidence to the contrary is submitted; in relation to liability in tort the person claiming damages must prove the fault of the defaulting person)

· A prejudice must have been incurred by Company as a result of BANK’s breach mentioned at (i) above (under liability in tort, the full prejudice must be compensated; under contractual liability, as a general rule, only the foreseeable prejudice must be compensated)

· The capacity of the defaulting party and liability limitation considerations

One important aspect to note in relation to Company’s claims is that BANK has good arguments to support the view that damages suffered by Company (if any), are largely caused by Company’s own negligence (i) in supervising its directors, their dealings and its current accounts and payments debited to its accounts and (ii) in complying with the provisions of its AoA. One would expect Company’s negligence would warrant at least a significant reduction of Company’s claims.

However, as detailed above, there are arguments that BANK, by the negligence of its own employees, may have facilitated / contributed to the damages incurred by Company (if any).

Further elements and their potential impact that should be considered by BANK from a risks analysis perspective are as follows:
(i) Reputational risks in relation to the matter;

(ii) Regulatory risks (e.g. Company could file a complaint with NBR and rigger an inspection by NBR, which could lead to administrative sanctions);

(iii) Criminal liability related risks (e.g. Company could file a criminal complaint on the basis of BANK’s employees breaching their work obligations (neglijenta sau abuz in serviciu) and at first the criminal investigation process could be burdensome on BANK and then, if any BANK employee is subject to a criminal law conviction in relation to its job/office duties/competences, then BANK could be held liable for the damages resulting from that criminal offence and BANK itself could be subject to criminal liability (raspunderea penala a persoanei juridice))

Considering the aspects described above, we would suggest that we meet with BANK and discuss our preliminary findings, BANK’s position in the matter, its initial communications and/or meetings with Company and/or Lindner representatives and the strategy for taking the matter further (e.g. inviting Company to conversations in Bucharest to better understand their position and legal arguments and to impress on them that Company’s own negligence is largely the cause of their damages).”
It was verified the two payments orders performed trough Internet banking(RON 500,000 on …and RON 400,000 on …. This two payments are on paper and are signed by … signature right A and ….signature right B. On Internet banking Mr. …gives the authorization for the payments according to Internet bankinguser rights.
	Numar si abreviere / Number and subject:

09-BANKO-046-001 Open Account file

	Clasificare / Classification:

2- Objection

	Persoana responsabila cu rectificarea / To be corrected by:

Branch Manager / I…
	Termen de rectificare / 

To be corrected until:



	Detaliile constatarii / Details of the finding:

Internal Audit (I.A.) found certain issues regarding open account file.
Explicatie suplimentara / Additional explanation:

The Internal Audit found that:

Open account file:

· Opening Account form is not stamped by the bank and is missing the second signature 

· Business General Conditions are missing from the file;

· Constitutive Act – the concluded date is missing;

· Account fee form is missing from the file;

· ID’s copy – missing date and the name in clear of CSO for ….

· Black list verification is missing from the file;

· AGA Decision is missing.

These are not according to Customer Services and Cash Operations Internal Procedure version 5, Chapter 1. “Account opening”, as well as are not according to Internal Procedure.
On …. Mr …. requests BANK the opening of current accounts, RON and EUR. On the signature card he appointed himself (/….) instead of 2 persons (………) or other representatives according to AGA Decision (missing at the date). This are not according to Constitutive Act chapter 9.1 (h) regarding the banks were the company would open current accounts and signature rights. AGA may pass such a resolution only with a 66% majority of the share capital.

At the same date Mr ……. concluded with BANK an agreement for Internet banking(internet banking) without AGA Decision, in connection with the currents accounts of Company …. SRL. On the signature card for authorized user he appointed himself with individual signing powers.

On …. the signature card was cancelled and was replaced with a new signature card providing for joint signing powers. The client did not provide a decision regarding changes into Internet banking application and the Branch employees did not ask the client if he want to change the signatures rights into Internet banking application according with last signature card modification.
The risk:

Lack of proper monitoring the of current account opening could lead to significant operational, reputation and fraud risks for the Bank

	Remedieri / Corrections:

The Internal Audit recommendation: 

Internal Audit recommends that the internal procedures related opening accounts to be properly followed by the employees of the Branch. The assigned person should grant special attention related to stipulations for documentation presented by the client. All required documents by internal procedure should exist in the credit file.

	Opinia partii auditate / Auditee’s opinion:


Resp. person took notice and agrees with the Internal Audit recommendation.


	Numar si abreviere / Number and subject:

09-BANKO-044-002 Letter received 

	Clasificare / Classification:

2- Objection

	Persoana responsabila cu rectificarea / To be corrected by:

…Branch Manager / …….

Head of Operations Division / ……..
	Termen de rectificare / 

To be corrected until:



	Detaliile constatarii / Details of the finding:

Internal Audit (I.A.) found certain issue regarding letters received.
Explicatie suplimentara / Additional explanation:

The Internal Audit found that:

On 5.03.2009 ……., as a shareholder of Company ……..SRL, delivered a notice by courier to Mr………, as representative of BANK (Apolodor Branch). In this notice, ….. AG informed BANK that:

· A transfer of RON 500,000 from Company’s current account was carried out on …. trough Internet banking application based only the authorization by Mr …

· BANK should not have carried out this transfer in the absence of two joint signatures in accordance with the join signing powers applicable to Company’s accounts

· In case this issue shall not be successfully settled with Mr. …., ……AG reserves the right to claim damages from BANK

This notice from …. AG has not been registered in the internal records of BANK and has not been followed up or acted upon by BANK.

The letter received in the Bank was not stamped by the bank with entered number and registered according to General Business Condition art 6. On the letter dated ….. is written: “I received the original”, date (….), name in clear of BANK employee and his signature.
The bank hire a law firm and the firm provide a draft of short response (in Romanian and German) to the company on behalf of BANK..

a) It was verified the two payments orders performed trough Internet banking(RON 500,000 on …..and RON 400,000 on ……... This two payments are on paper and are signed by ……. signature right A and signature right B. On Internet banking Mr. ….. gives the authorization for the payments according to Internet bankinguser rights.

b) We have to mention that payments orders performed through Internet bankingapplication are electronically performed and approved, physical payments orders are not being provided to the bank.

We have to mention that the Current Accounts Contract and Internet bankingContract are two separate contracts and each contract required to the client to indicate signing powers in the specimen card. The client did not amend and did not request in write to the bank to modify the signature card for Internet bankingContract.

Regarding Legal opinion granted by Schoenherr Attorneys at law: “Unfortunately, following the receipt of the notice from ….., BANK’s defence arguments and overall position towards Company in relations to payments effected through the Internet bankingService is (considerably) weaker. Both from a legal and a practical perspective, the risk is higher that a court of law will consider Company’s arguments and claims “more compassionately” and BANK’s actions more strictly in relations to payments effected by Mr. .through the Internet bankingService after 5 March 2009.” 

The risk:

Lack of proper register the documentation received from the clients, proper monitoring of signature rights into Internet bankingcould lead to significant operational, reputation and fraud risks for the Bank. The client may perform payments without proper authorisation and than they could ask damage from the bank.

	Remedieri / Corrections:

The Internal Audit recommendation: 

Internal Audit recommends that 

· Internal procedures to be updated and to be clearly specified that if the client modify its signature rights, the bank should update the new rights also into Internet banking Application or the bank should ask the client if the rights can be modified according to last changes on current accounts.

· All documentation received into BANK to be correctly registered in the internal records of BANK and answered to them.

	Opinia partii auditate / Auditee’s opinion:


Resp. person took notice and agrees with the Internal Audit recommendation.


	Numar si abreviere / Number and subject:

09-BANKO-044-003 Letter received on …….

	Clasificare / Classification:

2- Objection

	Persoana responsabila cu rectificarea / To be corrected by:

Head of Legal Department / …… 
	Termen de rectificare / 

To be corrected until:



	Detaliile constatarii / Details of the finding:

Internal Audit (I.A.) noticed that on the letter sent to BANK…, Company, represented by …., claimed from BANK damages allegedly arising (directly and indirectly) from a number of non-authorized transactions made by Mr. ……….. in total amount of EUR 788,402.75.
Explicatie suplimentara / Additional explanation:

The Internal Audit found that:

Regarding Legal opinion granted by ….. at law: “At this stage, Company does not seem to claim the relative nullity, or otherwise challenge the validity, of either the Current Account Agreement or the Internet banking Agreement. It seems that, at this stage, Company’s claims are solely based on the fact that the bank  did not implement automatically the change to goint signature in the specimen signature card attached to Internet bankingAgreement.

Company did not explain sufficiently the manner in which it calculated the alleged demeges. We also need to understand what is Mr. …..’s position in relation to Company’s allegations of unauthorized payments.

In any event, any court of law may award damages to Company or to Lindner only in compliance with Romanian rules concerning liability (described broadly as follows):

· A breach of contract (for contractual liability, also subject to punerea in intarziere) or of any obligation (for liability in tort (raspundere delictuala)) by BANK by which a prejudice is inflicted on Company

· BANK’s fault (vinovatie) (as a general rule, in relation to contractual liability, the fault will me presumed until evidence to the contrary is submitted; in relation to liability in tort the person claiming damages must prove the fault of the defaulting person)

· A prejudice must have been incurred by Company as a result of BANK’s breach mentioned at (i) above (under liability in tort, the full prejudice must be compensated; under contractual liability, as a general rule, only the foreseeable prejudice must be compensated)

· The capacity of the defaulting party and liability limitation considerations

One important aspect to note in relation to Company’s claims is that BANK has good arguments to support the view that damages suffered by Company (if any), are largely caused by Company’s own negligence (i) in supervising its directors, their dealings and its current accounts and payments debited to its accounts and (ii) in complying with the provisions of its AoA. One would expect Company’s negligence would warrant at least a significant reduction of Company’s claims.

However, as detailed above, there are arguments that BANK, by the negligence of its own employees, may have facilitated / contributed to the damages incurred by Company (if any).

Further elements and their potential impact that should be considered by BANK from a risks analysis perspective are as follows:

(iv) Reputational risks in relation to the matter;

(v) Regulatory risks (e.g. Company could file a complaint with NBR and rigger an inspection by NBR, which could lead to administrative sanctions);

(vi) Criminal liability related risks (e.g. Company could file a criminal complaint on the basis of BANK’s employees breaching their work obligations (neglijenta sau abuz in serviciu) and at first the criminal investigation process could be burdensome on BANK and then, if any BANK employee is subject to a criminal law conviction in relation to its job/office duties/competences, then BANK could be held liable for the damages resulting from that criminal offence and BANK itself could be subject to criminal liability (raspunderea penala a persoanei juridice))

Considering the aspects described above, we would suggest that we meet with BANK and discuss our preliminary findings, BANK’s position in the matter, its initial communications and/or meetings with Company and/or Lindner representatives and the strategy for taking the matter further (e.g. inviting Company to conversations in Bucharest to better understand their position and legal arguments and to impress on them that Company’s own negligence is largely the cause of their damages).”

	Remedieri / Corrections:

The Internal Audit recommendation: 

Internal Audit recommends that all the aspects pointed by Attorney law to be analysed and take all necessary stapes to resolve this issues.

	Opinia partii auditate / Auditee’s opinion:


Resp. person took notice and agrees with the Internal Audit recommendation.


COMMENTS OF AGENCY MANAGER/ DIRECTORS OF DIVISIONS:

1). ..Branch Manager:
      -   I took notice of the content of this Audit Report and I agree with what was written here.

      -  I will follow the recommendations and I will inform in written the Internal Audit Department/OE 1130 until the deadlines established about:

         a) the measures taken to solve the issues mentioned in this Report,

         b) and keeping the deadlines.

2). Head of Operation Division:
      -   I took notice of the content of this Audit Report and I agree with what was written here.

      -  I will follow the recommendations and I will inform in written the Internal Audit Department/OE 1130 until the deadlines established about:

         a) the measures taken to solve the issues mentioned in this Report,

         b) and keeping the deadlines.
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